
B ecause data security continues to 
be a risk for healthcare providers, 

companies are taking steps to protect 
their data such as hiring information 
security experts and conducting regular 
risk assessments, a recent survey from 
Chicago-based Healthcare Information 
and Management Systems Society 
(HIMSS) illustrates.

The healthcare industry will 
continue to be one of the most targeted 
industries as hackers develop new, more 
sophisticated attacks, according to the 
fourth annual Data Breach Industry 
Forecast from Experian’s Data Breach 
Resolution Group. 

“As companies are better prepared to 
protect against a data breach, attackers 
are finding more stealthy ways to get 
around security measures and seek the 
information they want,” Experian reports. 

The HIMSS Survey, based on 126 
responses from health information 
security professionals, shows how one 
niche of the industry is dedicating 
significant budget and staff resources to 
preventing attacks and the likelihood of 
unintentional risks caused by employee 
mistakes vs. malicious outsider threats.

The main findings include:
• “Healthcare organizations with 

information security professionals on 
staff are taking steps to enhance their 
cybersecurity programs;”

• “Healthcare organizations with a chief 
information security officer or other 

senior information security 
leader have adopted 
holistic cybersecurity 
practices and perspectives 
in critical areas” and;

• “Information security 
professionals at acute 
care providers have more 
specific concerns about 
cybersecurity, compared 
to their non-acute care 
provider counterparts.
Acute care providers 

include critical access 
hospitals, research hospitals 
and community or regional 
hospitals and non-acute 
providers can include physician 
practices, home healthcare and behavioral 
health facilities, for example.

A majority of the survey respondents 
represent acute care providers 
and employees with at least some 
responsibility for the information security 
programs at those organizations.

Seventy-one percent designate 
a specific part of their budget to 
cybersecurity, according to the survey.

HIMSS also evaluated respondents’ 
experiences with insider vs. external 
threats. An “unintentional insider threat” 
is usually caused by an employee or 
business partner with authorized access to 
a provider’s network. 

To help, 75 percent of respondents 
reported they have some type of “insider 

threat management program at their 
organization.”

There is also the risk of “malicious 
insider threats” from a current or former 
employee, for example, who intentionally 
uses their authorized network access “in 
a manner that negatively affected the 
confidentiality, integrity, and availability 
to the organization’s information or 
information systems,” according to the 
survey. 

Still, HIMSS reports that insider threat 
activity can go unnoticed for “significant 
periods of time” and may be even more 
harmful that external attacks. 

“For these reasons, it is a positive 
finding that so many respondents have 
indicated that they do have insider threat 
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The uninsured rate for certain groups 
of consumers divided by their age, 

income and access to Medicaid, is on the 
rise, according to The Commonwealth 
Fund’s fifth annual survey tracking the 
Affordable Care Act. 

There was a significant increase in the 
uninsured rate for consumers ages 35 to 
49; adults earning more than 400 percent 
of the federal poverty level ($47,520 for 
one person and $97,200 for a family of 
four); and those residing in states that 
have not expanded Medicaid, according 
to a news release on the survey. 

The Commonwealth Fund’s survey 
included a nationally representative 
sample of 4,813 adults ages 19 to 64 
living in the U.S. 

The uninsured rate for respondents 
ages 35 to 49 increased from 11 percent 
in 2016 to 15 percent in 2017, according 
to the survey. 

The uninsured rate for adults with 
incomes at or above 400 percent of the 
federal poverty level increased from 2 
percent in 2016 to 5 percent in 2017. 

Consumers in this income group 
are responsible for the full insurance 
premium and are subject to annual 
premium increases, according to the 
survey. 

Lastly, the uninsured rate for 
consumers living in states that did not 
expand Medicaid increased from 16 
percent in 2016 to 19 percent in 2017. 

However, “despite the uptick 
in uninsured rates for some groups, 
the overall rate remained statistically 
unchanged from 2016 at 14 percent, 
representing an estimated 27 million 
working-age adults nationwide,” The 
Commonwealth Fund reports. 

“In the years since the Affordable 
Care Act was passed, more than 20 
million Americans have gained health 
insurance,” said Sara Collins, vice 
president for Health Care Coverage and 
Access at The Commonwealth Fund 
and the report’s lead author, in the news 
release.

Expanding Medicaid in all states, 
making premium subsidies accessible to 
more consumers, and assisting them with 
finding coverage on the Affordable Care 
Act marketplaces could remediate limits 
on access to coverage for the uninsured, 
according to the survey.

Other findings in the survey include:
• Subsidies help consumers with low 

incomes afford premiums. While 
about 64 percent of consumers with 
incomes below 250 percent of the 
federal poverty level reported their 
premiums “were very or somewhat 
easy to afford,” only 34 percent of 
consumers with incomes above those 
levels provided the same response. 

• Cost was the primary reason 
consumers did not enroll in a plan. 
Seventy-four percent of uninsured 

adults who shopped the marketplaces 
and didn’t enroll in a plan or obtain 
other coverage reported they could 
not find a plan they could afford. 
However, 66 percent of consumers 
who reported they didn’t enroll 
in a plan because they couldn’t 
afford it had incomes that meet the 
qualifications for premium subsidies 
or Medicaid. 

• In 2017, 57 percent of consumers 
enrolled in plans through the 
marketplaces are estimated to have 
coverage with cost-sharing reductions 
that lower their deductible, 
copayments and coinsurance. 
See this month’s Data Watch 

for a graph depicting changes in the 
uninsured rate by demographic. 

More information:  
http://bit.ly/2wKef0d

SURVEY:

Uninsured Rate on the Rise for Some Consumer Demographics

management programs,” according to 
the survey.

Finally, HIMSS also finds that a 
significant majority of respondents (85 
percent) reported conducting a risk 
assessment at least once a year; and 87 
percent said they host security awareness 
training classes for employees at least once 
per year. 

Overall, HIMSS concludes that 
based on the findings, “while the 

healthcare sector may not have had 
decades to establish and improve its 
cybersecurity posture—like the chemical, 
manufacturing, and other sectors—
significant strides have been made in the 
‘growth’ of information security programs 
within the healthcare sector.”

Long-Term Outlook
Data security also continues to be a 

focus for regulators, healthcare providers 

and consumers, especially since the 
data breach experienced by Equifax in 
September. 

After the data breach, the U.S. 
Department of Health and Human 
Services’ (HHS) Office of the Inspector 
General (OIG) released an updated work 
plan including a review of the department’s 
response to cybersecurity risks.

“Increased threats to critical cyber-
based infrastructure systems have created 
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Unpaid Medical Bills on the Rise 
Uncompensated care costs, including 
bad debt and charity care, are beginning 
to increase this year as employers 
and insurance companies shift more 
expenses onto patients, Forbes reports. 
The increase is occurring as Congress is 
considering “the future of cost-sharing 
reductions that help low income 
Americans pay their co-payments 
and deductibles under the Affordable 
Care Act.” http://bit.ly/2yakiMX

Special Report: ‘Achieving 
Transparency in Healthcare’
Consumers’ demand for price 
transparency for healthcare services 
is increasing, and providers are 
meeting that demand to varying 
degrees, according to a special 
report from Modern Healthcare. 
“The push to bring transparency 
to healthcare pricing and quality 
has been going on for years … 
the scarcity of price and quality 
information is often blamed for the 
high cost of care,” it reports.  
http://bit.ly/2f8J4WE

Premiums Increase Under 
Employer-Sponsored Health 
Plans 
Premiums for employer-sponsored 
health insurance are continuing to 
increase at modest rates, according to 
the Kaiser Family Foundation/Health 
Research & Educational Trust 2017 
Employer Health Benefits Survey. The 
annual premiums increased 3 percent 

to $18,674 this year while employees’ 
average contribution to the family 

premiums has increased faster than the 
employer’s share since 2012. 

http://kaiserf.am/2fcLdzS

For more healthcare collections news,  
visit ACA’s Healthcare Collections page at 
www.acainternational.org/pulse.
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news release. “A wide variety of 
buyers—from inside and outside 
of the ARM industry, from Europe 
and elsewhere—tell us that they 
are interested in making strategic 
acquisitions.”

The findings for the first half 
of 2017 also show that 48 percent 
of sellers in accounts receivables 
management include firms focused 
on healthcare receivables or financial 
institutions. 

Greenberg will be part of a panel of 
speakers at ACA International’s 2017 
Fall Forum & Expo Nov. 1-3 at the 
Loews Chicago Hotel. 

In “Dissecting the Deal,” scheduled 
for Nov. 3, Greenberg will join Harry 
Strausser III, Corporate Vanguard at 
Eastern Revenue Inc.; Michael Lamm, 
president/CEO of Corporate Advisory 
Solutions LLC; Michael Ginsberg, 
president/CEO of Kauklin Ginsberg 
Company;  and Thomas Edens, 
president of Marion Financial Corp.,  
will discuss how companies approach 
potential M&A transactions for 
buyers and sellers. 

More information: http://bit.
ly/2wHvKy4 and https://www.
acainternational.org/events/
fallforum2017

R evenue cycle management and 
healthcare IT mergers and 

acquisitions exceeded $14.7 billion in 
the first half of this year across 66 deals, 
according to the latest M&A Update 
from ACA International member 
company Greenberg Advisors, LLC. 

“Transactions were completed in 
every corner of the market, large and 
small, and among technology and service 
companies alike. The activity mirrored 
the blistering pace set in the first half of 
2016,” according to the report. 

The latest data show that a majority 
of transactions in revenue cycle 
management and healthcare IT were 
under $25 million in enterprise value, but 
30 percent of all transactions did exceed 
$50 million. This is a notable increase 
from the second half of 2016, when 18 
percent of all transactions exceeded $50 
million, according to the report. 

Twenty-eight companies have made 
multiple acquisitions in revenue cycle 
management and healthcare IT since the 
beginning of 2016, it states. 

“It is good to see the level of deal 
activity and interest in [accounts 
receivable management] rising again, 
creating more opportunities for owners 
and investors,” Brian Greenberg, CEO 
of Greenberg Advisors LLC, said in a 

HEALTHCARE MARKETS:

Healthcare Mergers and Acquisitions 
Strong in First Half of 2017

a need for government agencies to 
increase their computer security efforts,” 
according to the OIG’s announcement.

FierceHealthcare reports elements of 
the OIG’s work plan this year include 
a continued focus on electronic health 
records and increasing drug prices. 

The OIG will determine “whether 
HHS has sufficiently implemented 
incident response capabilities to 
safeguard the department’s information 

technology systems and 
data.”

Results from findings 
by the OIG will be 
released next year. 

More 
information: http://
bit.ly/2x2FhAy 
and http://bit.
ly/2gJqu76
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Source: “New Commonwealth Fund Survey Finds Uninsured Rates Rose in 2017 for 35-to-49-Year-Olds, 
People Living in States That Have Not Expanded Medicaid, and People with Higher Incomes,” press 
release (The Commonwealth Fund, Sept. 7, 2017), http://www.commonwealthfund.org/publications/press-
releases/2017/sep/uninsured-rates-rose.

datawatch
Uninsured Rates Increase for Some Consumers 

The Commonwealth Fund’s latest tracking survey shows an uptick in the uninsured 
rate for some groups while the overall rate did not change significantly compared 

to last year. For example, the uninsured rate for consumers in states that have not 
expanded Medicaid and ages 35-49 increased compared to last year. This graph shows 
the highest uninsured rate since 2013. 
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